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Major Incident Procedures
  





1. Preparation and Drills
Planning
· Responsibilities within the setting are planned and clear.

· Fire/evacuation procedures are clearly displayed.

· Plans are made for invacuation and lockdown using the form attached, kept up to date, and reviewed at least annually.

· Ideally, a lockdown area will have a lockable door, no outside doors or windows, and a separate means of escape.  

· An emergency kit is assembled as per details attached, kept in an accessible place, and reviewed at least annually.

· If we have children with special medical/educational needs or disabilities that require a personal evacuation and or invacuation and lockdown plan then a copy is included in their file, and in the emergency kit.
· Staff are familiar with the policy, procedures and safety precautions.

· Staff maintain vigilance and report any concerns to the setting manager.  

· Risk assessments for fire and protective security are carried out once a year and reviewed after any drill or incident.
· Parents/carers of all children are signposted in our welcome emails to read our all of our policies that are displayed on our website,
Drills

Drills may be announced or unannounced.
· Evacuation
At least once every half term (rotating the day of the week).
· Invacuation
}
At least once every full term (rotating the day of the week), and more often if 

· Lockdown
}
necessary due to e.g. a high intake of children or heightened security risk. 
Alarms

· Evacuation
Fire alarm
· Invacuation
Word of mouth
· Lockdown
Word of mouth
Responsibilities During a Drill
· Responsibility for initial action at a setting rests with the setting manager, or the most senior member of staff present.  

· Staff co-operate with the member of staff in charge and follow their advice at all times.
· Personal action plans are followed.

· Children are kept calm, reassured and occupied as much as possible.
After a Drill

· Parents are informed verbally at pickup time after any drill for evacuation / invacuation.
· Information and feedback are provided to children and parents in a calm and appropriate way.

· Staff ensure that children and parents are given the opportunity to ask questions.

· Staff are alert for signs of distress among children.

· Risk assessments and procedures are reviewed regularly.
2. Evacuation – leaving the building
Incident Procedure
If you discover a fire:
· Sound the alarm.
· Dial 999 to call the Fire Brigade.

· If possible, tackle the fire using appliances provided but do not endanger yourself or anyone else in doing so.

· Once the alarm has been sounded, the setting manager or most senior member of staff present issues all further instructions.  
On hearing the fire alarm:

· Leave the building by the nearest available exit.

· Close all doors and windows behind you.

· Do not stop to collect personal belongings

· Report to the person in charge at the assembly point.

· Do not re-enter the building for any reason unless authorised to do so.

· Follow the advice of emergency service staff at all times.
· Personal action plans are followed.
Responsibilities During an Evacuation

· Responsibility for initial action at a setting rests with the setting manager, or the most senior member of staff present.  

· A register is taken, and the setting manager informed of any missing child.

· Where necessary, emergency services are contacted as soon as possible.

· The Committee is contacted as soon as it is safe to do so.

· The staff invoke the Emergency Plan whilst caring for the children.
· The staff notify parents when they are able to.
· Staff co-operate with emergency service staff and follow their advice at all times.
· Mobile phones are not used unless it is safe to do so, and phone lines are kept clear.
· No comments are made to the press without advice from emergency services or Head Office.
· Children are kept calm, reassured and occupied as much as possible.

Co-operation with Emergency Services

· Their first tasks will be to deal with the immediate threat, and to prevent/treat casualties, and this may take some time. 
· They will not know who anybody is, and they may treat people firmly, question them or issue orders.  

· Staff cooperate fully with emergency service staff, and ensure that children do the same.

Search

· Following a major incident, the building is only searched as advised by the emergency services.

· If a threat is assessed as being implausible or a hoax, a proportionate search of the setting may be considered with advice from the emergency services.
After an Evacuation
· Parents are informed of the incident.
· Information and feedback are provided to children and parents in a calm and appropriate way.

· Staff ensure that children and parents are given the opportunity to ask questions.

· Staff are alert for signs of distress among children.

Review

· Risk assessments and procedures are reviewed after all incidents.
	Evacuation Plan

	Name of setting
	

	Lockdown signal
	

	Preferred evacuation point
	

	Backup evacuation point
	

	Third evacuation point
	

	Location of emergency kit
	

	How will the space be made safe? 
e.g. where to sit, what equipment to use
	

	How will children be cared for?
e.g. cushions/blankets, stories, games
	

	Task
	Member/s of staff responsible

	Move/care for children
	

	Collect and check register
	

	Collect emergency kit
	

	Allocate personal action plans
	

	Close/secure doors/windows
	 

	Liaise with emergency services
	 

	Liaise with Committee
	 

	
	

	Children with personal action plans




	Key Person




	Signed
	
	Date

	Name/Role
	                                                             Setting Manager
	


3. Invacuation – staying inside the building
When there is a potential threat but no immediate danger from outside to people or the building.

Examples:  unusual weather, a dog in the grounds, a nearby public order incident, air pollution.  
Everyone is moved to a safe place inside the setting building, and kept away from external windows and walls as far as possible.

Doors and windows are secured.  
Incident Procedure
· Invacuation may be implemented by one member of staff informing everyone.
· All children and staff are brought inside, and doors and windows secured.

· In the event of a chemical accident or threat, doors to any rooms with open ventilation (e.g. toilets, kitchen) are sealed with airtight tape if possible.
· Personal action plans are followed.

· A register is taken, and the setting manager informed of any missing child.

· Normal indoor activities may continue.
· Emergency services are informed if necessary.
· Invacuation ends when advised by the setting manager or emergency services.

Responsibilities During an Invacuation
· Responsibility for initial action at a setting rests with the setting manager, or the most senior member of staff present.  

· Where necessary, emergency services are contacted as soon as possible.

· The Committee is contacted as soon as it is safe to do so.

· The Staff invoke the Emergency Plan whilst caring for children.
· The Staff contact parents when they are able to.
· Staff co-operate with emergency service staff and follow their advice at all times.
· Mobile phones are not used unless it is safe to do so, and phone lines are kept clear.
· No comments are made to the press without advice from emergency services or Head Office.
· Children are kept calm, reassured and occupied as much as possible.

Co-operation with Emergency Services

· If emergency services are involved, their first tasks will be to deal with the immediate threat, and to prevent/treat casualties, and this may take some time. 
· They will not know who anybody is, and they may treat people firmly, question them or issue orders.  

· Staff cooperate fully with emergency service staff and ensure that children do the same.

After an Invacuation
· Parents are informed verbally at pickup time and emailed after an emergency invacuation.

· In addition, they are emailed with feedback and a reminder of the settings information/guidance for parents.

· Information and feedback are provided to children and parents in a calm and appropriate way.

· Staff ensure that children and parents are given the opportunity to ask questions.

· Staff are alert for signs of distress among children.

Review

· Risk assessments and procedures are reviewed after all incidents.
      4. Lockdown – securing the building and hiding inside
When there is imminent danger from outside to people or the building.

Examples:  an armed or violent person trying to gain access, a serious pollution or chemical risk.

Everyone is moved to a secure place where they cannot be seen from outside the building.

Doors and windows are locked, and barricaded if possible.  

Phones are muted and vibration turned off.

Incident Procedure
      In the event of an attack, staff will use the Run Hide Tell strategy 

· The lockdown alarm is sounded.
· As far as possible, all staff and children are moved into the most appropriate lockdown area identified on the Invacuation/Lockdown Planning Form.
· Personal action plans are followed.

· If children are outside, the most senior member of staff with them assesses the situation and decides on the safest course of action.  This may be moving to the lockdown area in the building, finding the most sheltered place away from the building, or leaving the site and presenting to the emergency services in charge of the situation.   
· All doors, windows and blinds are closed and secured.  
· Doors are barricaded if appropriate.
· In the event of a chemical accident or threat, doors to any rooms with open ventilation (e.g. toilets, kitchen) are sealed with airtight tape if possible.

· A register is taken, and the setting manager informed of any missing child.

· Mobile phones are kept on silent, and vibration turned off.

· Children are reassured and kept as quiet as possible.

· Everyone stays in the lockdown area until the all-clear is given by emergency service staff or the setting manager.

Overriding events

Some events may override a lockdown.  These include:

· A confirmed fire (note that an intruder may sound the fire alarm in order to try to force an evacuation).
· Damage to the building.
· An intruder within a room where there are children.

In such a case the external evacuation procedure will be followed.

Responsibilities During a Lockdown
· Responsibility for initial action at a setting rests with the setting manager, or the most senior member of staff present.  

· Staff co-operate with the member of staff in charge and follow their advice at all times.
· Emergency services are called as soon as possible.  If it is not safe to speak, staff will stay silent and listen to instructions, which may include pressing 55 to indicate the call needs attention.

· The Committee is contacted as soon as it is safe to do so.

· The Staff invoke the Emergency Plan whilst caring for the children.
· The Staff notify and liaise with parents, within the limits of the situation.
· Staff co-operate with emergency service staff and follow their advice at all times.
· Mobile phones are not used unless it is safe to do so, and phone lines are kept clear.
· No comments are made to the press without advice from emergency services or Head Office.
· Children are kept calm, reassured and occupied as much as possible.
Co-operation with Emergency Services

· When emergency service staff attend a serious incident, they may be armed or dressed differently to normal, depending on their function.  

· Their first tasks will be to deal with the immediate threat, and to prevent/treat casualties, and this may take a long time. 
· They will not know who anybody is, and they may treat people firmly, question them or issue orders.  

· Staff cooperate fully with emergency service staff, and ensure that children do the same.

· Avoid sudden movements or gestures that may be perceived as a threat.

· Stay calm and quiet, don’t shout or wave.

· Keep hands visible at all times so it is clear you are unarmed.

Search

· Following a major incident, the building is only searched as advised by the emergency services.

· If a threat is assessed as being implausible or a hoax, a proportionate search of the setting may be considered with advice from the emergency services.
After a Lockdown
· The Manager will take all care to ensure that staff, children and parents have the information and support they need, in accordance with the Emergency Plan and the Committee will ensure the Manager is given any support needed.
· Information and feedback are provided to children and parents in a calm and appropriate way.

· Staff ensure that children and parents are given the opportunity to ask questions.

· Staff are alert for signs of distress among children.

Review

· Risk assessments and procedures are reviewed after all incidents.

	Invacuation/Lockdown Plan

	Name of setting
	

	Lockdown signal
	

	Preferred safe space for invacuation/lockdown
	

	Backup safe space
	

	Second backup safe space
	

	Location of first aid kit
	

	How will the space be made safe? 
e.g. where to sit, what equipment to use
	

	How will children be cared for?
e.g. cushions/blankets, stories, games
	

	Task
	Member/s of staff responsible

	Move/care for children
	

	Collect and check register
	

	Collect emergency kit and medication
	

	Allocate personal action plans
	

	Close/secure doors/windows
	

	Liaise with emergency services
	

	Liaise with Committee
	

	
	

	Children with personal action plans



	Key Person



	Signed
	
	Date

	Name/Role
	
Setting Manager
	


	Emergency Personal Action Plan

	Name
	
Child/Staff

	Key person
	

	Emergency contact
	

	Emergency contact phone number
	

	Medication/special equipment
	

	Reason/s for plan
	

	Help needed during evacuation
	

	Help needed during invacuation
	

	Help needed during lockdown
	

	Risks/concerns/special action needed
	

	Signed
	
	Date

	Name/Role
	
Setting Manager
	


5. Emergency Kit List

	Essential – in kit
	(
	Comments

	Major Incident Policy and Procedures
	
	

	Current completed Invacuation/Lockdown Planning Form
	 
	

	Personal Action Plans for each child in the setting who has one
	 
	

	First aid kit
	
	

	Nappies, potty
	
	

	Airtight sealing tape
	
	

	Children’s medical supplies and paperwork
	
	

	
	
	

	
	
	

	Essential – readily available
	(
	Location

	Register
	
	

	Mobile phone
	
	

	
	
	

	
	
	

	
	
	

	Other, as required
	(
	Comments

	Torch and batteries
	
	

	Pad and pen
	
	

	Bottled water
	
	

	Plastic cups
	· 
	·  

	Snacks with long dates e.g. dried fruits, biscuits
	· 
	·  

	Wet wipes, tissues, sanitiser
	· 
	·  

	High vis jackets
	· 
	·  

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	Signed
	· 
	

	Name/Role
	
Setting Manager
	· 


Major Incident Information/Guidance for Parents

We take the security of its settings very seriously and have a policy to help prepare for the possibility of a local or national major incident i.e. any significant threat or dangerous event which has an immediate impact on everyone in the setting.  We hope that such a situation will never arise, but we also recognise the need to be prepared.  

Basic Principles
Our main priority is the safety of children and staff and all actions will be taken with this in mind.  We will do everything we can to keep your child safe and calm, to comfort and reassure them, and to protect them from distressing situations and information.
We also understand how distressing it would be for you to know that your child is involved in a major incident at the setting, or to be involved in a major incident themselves.  We will do our best to keep you informed of the situation and our actions using all available means of communication, but also ask you to understand that this may not be possible.  

We will always comply with the advice of the emergency services.

We have procedures in place for:

Evacuation 
leaving the building e.g. in case of fire

Invacuation 
staying inside the building e.g. in case of unusual weather, air pollution or a loose dog

Lockdown 
securing the building and hiding inside e.g. in case of an armed intruder or attack.  
The settings Major Incident Policy and Procedures are available for parents to read.  
Drills
· Evacuation drills will take place once every half term, and invacuation/lockdown drills once every full term, rotating the day of the week.  

· Drills will be carried out in a manner appropriate to your child’s age, and staff will explain to the children what is happening and why.  

· We will tell you when we have carried out an invacuation/lockdown drill in case you or your child have any questions or concerns.  

· We recognise that these procedures may cause alarm, and we will be alert for any signs of anxiety afterwards.

Emergency situation involving your child at the setting
· Our procedure is to notify the Committee as soon as possible of any emergency at the setting.  The staff will do their best to contact you directly and keep you informed.

· Please do not try to contact the setting by phone.  
Staff will be busy trying to resolve the situation, and if telephone networks are available, they will need to be kept clear.

· Please remember that we will be doing everything we can to resolve the situation, and trust the training and commitment of our staff to keep your child safe.  

· Please do not attempt to collect your child until you are told it is safe to do so.  
This may endanger them and/or yourself.
Emergency situation involving you away from the setting
· If you are caught up in an emergency situation away from the setting, we will look after your child until you are able to collect them or arrange for someone else to collect them.

· If, due to emergency circumstances, your child should need overnight care we will discuss this with you or a contact approved by you.  Social Services will also be informed.
· We ask you to keep in touch with us as far as possible, but recognise this may be difficult.

6. Dealing with Suspicious Items

Suspicious packages can be assessed according to the following acronym:

H
= Hidden


is the package hidden or does it appear to be simply left behind as






lost property?

O
= Obviously Suspicious
does it have batteries, wire, tape etc. visible?

T
= Typical


is it typical of items found in the environment?

Handling suspicious items

· Do not touch suspicious items.

· Move away to a safe distance:

· 100m for small items e.g. rucksacks or briefcases

· 200m for medium items e.g. suitcases, wheelie bins or cars

· 400m for large items e.g. vans or lorries.

· Prevent others from approaching.

· Communicate safely to staff, children, visitors and the public.

· Do not use mobile phones in the immediate vicinity, but only out of line of sight and behind hard cover, e.g. wall or door.

· Notify the police by dialling 999.

The setting manager, with advice from the police where possible, will decide whether to implement external evacuation, internal evacuation or lockdown.
7. Dealing with Bomb Threats

Preparation
· The Bomb Threat Form will be immediately available near the phone at all times (Section 9).
· In the event of a threat, the form must be completed as fully as possible.
· Any bomb threat is a criminal offence and must be reported to the police by dialling 999.
· Police advice must be followed at all times.
Dealing with specific bomb threat communications

Telephone threats:

· Stay calm and listen carefully.
· Try to obtain as much information as possible.
· If practical, keep the caller talking and alert a colleague to dial 999.
· If displayed on your phone, note the number of the caller, otherwise, dial 1471 to obtain the number once the call has ended.
· If the threat is a recorded message write down as much detail as possible.
Text messages:

· Do not reply to, forward or delete the message

· Note the number of the sender.
Face to face threats:

· Try to remember as many distinguishing characteristics of the threat-maker as possible.
Written notes, letters or graffiti:

· Treat as police evidence and stop other people touching the item.
Email or social media application:

· Do not reply to, forward or delete the message.
· Note the sender’s email address or username/user ID for social media applications.
· Preserve all web-log files for your organisation to help the police investigation (as a guide, 7 days prior to the threat message and 48 hours after).
Assessing the credibility of a bomb threat

The vast majority of bomb threats are hoaxes designed to cause alarm and disruption, but any threat must be taken seriously.

The setting manager, with advice from the police where possible, will consider the following factors when assessing the threat:

· Is the threat part of a series? If so, what has happened elsewhere or previously?

· Can the location of the claimed bomb(s) be known with precision? If so, is a bomb visible at the location identified?

· Considering the threat-maker’s desire to influence behaviour, is there any reason to believe their words?

· If the threat is imprecise, could an external evacuation inadvertently move people closer to the hazard?

· Is a suspicious device visible?

Deciding what action to take

The setting manager, with advice from the police where possible, will decide whether to implement external or internal evacuation or a search.
8.  Bomb Threat Form 

From www.gov.uk/government/publications/bomb-threats-guidance

ACTIONS TO BE TAKEN ON RECEIPT OF A BOMB THREAT 

1. 
Remain calm and talk to the caller. 

2.
Note the caller’s number if displayed on your phone. 

3.
If the threat has been sent via email or social media see appropriate section below. 

4.
If you are able to, record the call. 

5.
Write down the exact wording of the threat:
	(When/Where/What/How/Who/Why/Time) 




ASK THESE QUESTIONS & RECORD ANSWERS AS ACCURATELY AS POSSIBLE:   

	1. Where exactly is the bomb right now?       
	

	2. 
When is it going to explode? 
	

	3. 
What does it look like? 
	

	4. 
What does the bomb contain?       
	

	5. 
How will it be detonated? 
	

	6. 
Did you place the bomb? If not you, who did?         
	

	7. 
What is your name?       
	

	8. 
What is your address? 
	

	9. 
What is your telephone number?       
	

	10. 
Do you represent a group or are you acting alone?         
	

	11. 
Why have you placed the bomb?         
	

	Record time call completed:       
	


INFORM BUILDING MANAGER 

	Name of person informed
	

	Telephone number of person informed
	


DIAL 999 AND INFORM POLICE 

	Time informed
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This part should be completed once the caller has hung up and police/building manager have been informed 

	Date and time of call
	

	Duration of call
	

	Telephone number that received the call
	


	About the Caller:
	Male
	
	Female
	
	Nationality?
	
	Age?
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Threat Language:
	Well spoken
	
	Irrational
	
	Pre-recorded/ automated
	
	Foul
	
	Incoherent

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Caller’s Voice:
	Calm
	
	Crying
	
	Clearing throat
	
	Angry
	
	Nasal

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	Excited
	
	Slurred
	
	Stutter
	
	Disguised
	
	Slow

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	Lisp
	
	Accent
	
	Rapid
	
	Deep
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	Familiar
	
	Laughter
	
	Hoarse
	
	Other
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


	What accent did the caller have?
	

	If the voice sounded familiar, who did it sound like? 
	


	Background sounds:
	Street noises
	
	House noises
	
	Animal

noises
	
	Crockery
	
	Motor

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	None
	
	Voice
	
	Static
	
	PA system
	
	Booth

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	Factory machinery
	
	Office machinery
	
	
	
	Other
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	


	Remarks
	

	Additional Notes 
	

	Signature
	

	Print Name
	

	Date
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Actions to be taken on receipt of a bomb threat sent via email or social media 

1 
DO NOT reply to, forward or delete the message. 

2 
If sent via email note the address.        

3 
If sent via social media what application has been used and what is the username/ID?                      

4 
Dial 999 and follow police guidance.
5 
Preserve all web log files for your organisation to help the police investigation (as a guide, 7 days prior to the threat message and 48 hours after).  

	Signature
	

	Print Name
	

	Date
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9. Run, Hide, Tell - Firearms or Weapons Attack 



RUN
Escape to a place of safety if you can.  This is a far better option than to surrender or negotiate, but only if it won't put you in greater danger.  

· Is there a safe route?  Don’t run if it will expose you to greater danger, or if it is safer to wait for the attacker to move away.
· If you can identify a safe route, run.

· Insist others leave with you, but don’t let their indecision slow you down. 
· Leave belongings behind.
· Get as far away from the danger area as possible. 

If you can’t RUN, then . . . 
HIDE
It’s better to hide than confront.
· Find cover in a place that is as strong and secure as possible.  Bullets can go through glass, brick, wood and metal.

· If you can see the attacker, they may be able to see you.
· Be aware of your exits.
· Be quiet, silence your phone and turn off vibrate.
· Lock or barricade yourself in.

· Move away from the door.
Finally, and only when it is safe to do so . . . 

Tell

· Dial 999 and ask for the police. 

· If you cannot speak or make a noise, listen to the instructions given to you by the call taker.

· If you can, tell them 
· Location of you and the attackers

· Descriptions of the attackers, their clothing and weapons

· Information about casualties and building access. 

· Stop other people entering the building if it is safe to do so.
Armed Police Response 

· Be aware that officers may not initially be able to distinguish you from the attacker.  They may treat you firmly, question you, or point guns at you.
· Follow officers’ instructions.

· Remain calm.

· Avoid sudden movements that may be considered a threat.

· Keep your hands in view.

10. Additional Resources
Preparing for Emergencies
Government advice:

https://www.gov.uk/government/publications/preparing-for-emergencies/preparing-for-emergencies
Gloucestershire Local Resilience Forum advice:

https://www.glosprepared.co.uk/
Red Cross advice:

https://www.redcross.org.uk/get-help/prepare-for-emergencies#How%20to%20prepare%20for%20emergencies
Protective Security and Counter Terrorism
Government advice:
Provided by the Counter Terrorism Alliance, a joint partnership between the National Counter Terrorism Security Office (NaCTSO), the Home Office, and Pool Reinsurance who provide funding.

Their website, ProtectUK, includes current information, guidance and online training, including details of Run Hide Tell. 

https://www.protectuk.police.uk/
Awareness of threat:
The ProtectUK website shows the current national threat level.

· low 
an attack is highly unlikely

· moderate 
an attack is possible but not likely

· substantial 
an attack is likely

· severe 
an attack is highly likely

· critical 
an attack is highly likely in the near future

Additional police advice:
Counter Terrorism Policing is a collaboration of UK police forces who work with the UK intelligence community to prevent, deter and investigate terrorist activity.  Their website also includes safety advice, and information about how to help counter terrorism 
https://www.counterterrorism.police.uk/
Their input forms part of the government’s Action Counters Terrorism campaign (ACT)

https://act.campaign.gov.uk/
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